Simplenight Privacy Policy
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This Privacy Policy is incorporated by this reference into Simplenight Inc. Terms of Service located
at https://www.simplenight.com/terms-of-service (“TOS”).-The terms “Simplenight,” “we,” and
us” include Simplenight Inc. and its affiliates and/or subsidiaries. All other terms not defined in
this Privacy Policy will have the meanings set forth in the TOS. This Privacy Policy explains
how SIMPLENIGHT may:

* collect,
* use, and
e disclose

information we obtain through the Service. As used in this Privacy Policy, “Personal
Information” means information that alone or when in combination with other information may
be used to readily identify, contact, or locate you, such as your name, address, email address, or
phone number. We do not consider Personal Information to include information that has been
aggregated and/or de-identified so that it does not allow a third party to easily identify a specific
individual.

THE SERVICE COLLECTS YOUR INFORMATION

We collect Personal Information when you voluntarily submit this information through
the Service. We also collect information, such as anonymous usage statistics, by using
cookies, server logs, and other similar technology as you use the Service.

Voluntary Submission. We collect Personal Information that is voluntarily submitted to
Simplenight through the Service. For example, we collect your name, email address, credit card
number and billing address when you purchase Inventory through the Service. We also collect
certain information, including your name and email address, when you contact Simplenight
through its website.

Demographic Information. We may collect certain demographic information from you in
order to facilitate your purchase of Inventory through the Service. This information may include,
for example, your age.

Location Information. We may obtain information about your physical location, such as by use
of GPS and other geolocation features in your mobile device, or by inference from other
information we collect (for example, your IP address indicates the general geographic region
from which you are connecting to the Internet). If you do not want this information collected by
us, you can disable location services on your mobile device.


https://www.simplenight.com/terms-of-service

Cookies, Automatic Data Collection, and Related Technologies. The Service collects and
stores information that is generated automatically as you use it, including your preferences and
anonymous usage statistics.

When you visit the Service, we and our third-party service providers receive and record
information on our server logs from your browser, including your IP address, and from cookies
and similar technology. Cookies are small text files containing a string of alphanumeric
characters. We may use both session cookies and persistent cookies. A session cookie disappears
after you close your browser. A persistent cookie remains after you close your browser and may
be used by your browser on subsequent visits to the Service. Please review your web browser
“Help” file to learn the proper way to modify your cookie settings. Please note that if you delete,
or choose not to accept, cookies from the Service, you may not be able to utilize the features of
the Service to their fullest potential.

Simplenight uses:
- Essential cookies

- Analytics cookies (with consent)
» Fraud detection cookies

By using the Service, you are authorizing us to gather, parse, and retain data related to the
provision of the Service. A full cookie policy can be generated on request.

HOW SIMPLENIGHT USES YOUR INFORMATION

We use Personal Information to
» facilitate and improve our Service; and
e communicate with you.

We may use de-identified and aggregated information for any lawful purpose,
including for marketing purposes.

How We Use Personal Data
We use your data to:

- Provide booking, payment, and confirmation services
- Validate identity

- Prevent fraud and security incidents

- Provide customer support

« Operate analytics for product improvement

- Communicate service updates and required notices

« Provide Supplier/Channel integrations



- Comply with laws and audits (SOC2, ISO27001, PCI, GDPR)

Categories of Data We Collect
a) Personal Information

- Name

« Email address
» Phone number
» Address

b) Transaction & Booking Data

« Purchased experiences
- Dates, preferences
» Transaction IDs, confirmation numbers

c) Payment Information

Processed securely by PayMaya and ConnexPay.
Simplenight does not store full PAN, CVV, or magnetic stripe data.

d) Technical Data

« IP address

- Device identifiers
- Cookies

- Logdata

» Browser metadata

e) Supplier/Partner Data

« Corporate contacts
- Integration credentials
« Inventory content

Account Deletion & Data Retention

Users may request deletion of their account through the Service. When an account deletion
request is submitted, the account is scheduled for deletion following a 7-day grace period.
During this grace period, the user may cancel the deletion request by signing back into their
account. Once the grace period expires, account deletion is permanent and cannot be
reversed.

Upon final deletion, Simplenight will delete or de-identify Personal Information associated with
the account, including account credentials and profile data, in accordance with applicable laws
and internal data handling standards.



Certain information may be retained where required for legal, regulatory, accounting, fraud
prevention, security, or dispute resolution purposes. Any data retained for these purposes
is anonymized or de-identified where feasible and is not used to identify an individual.

Data retained beyond account deletion is stored securely and disposed of in accordance with
Simplenight’s internal data retention and information security policies.

Internal and Service-Related Usage. We use information, including Personal Information, for
internal and Service-related purposes and may provide it to third parties to allow us to operate,
maintain, enhance and provide all features of the Service.

Improve the Service. We use the information that we collect on the Service to understand and
analyze the usage trends and preferences of our users, to improve the Service, and to develop
new services, features, and functionality.

Communications. We may send email to the email address you provide to us (i) for customer
service-related purposes, or (ii) to send you confirmations for purchases of Inventory made
through the Service. We also may communicate with you through any other means that you
select when you purchase any Inventory through the Service.

Transactions. Simplenight uses information collected from the Service to facilitate the purchase
and sale of Inventory through the Service.



Payment Processing & PCI DSS

All payments are processed only through:

- PayMaya
» ConnexPay

Both are PCI DSS—certified Level 1 processors.

Simplenight never stores:

- Full PAN

- CVV

» Track data

« PIN or PIN block

Data is encrypted and tokenized.
Legal Basis for Processing (GDPR Article 6)
Simplenight processes data under the following legal bases:

- Contract necessity: Bookings, account use

- Legitimate interest: Fraud prevention, platform improvement
- Legal obligation: Regulatory reporting, accounting

- Consent: Marketing, analytics cookies

Aggregate Data. We may de-identify and aggregate information collected through the Service
and use it for any lawful purpose.

Data Retention (ISO 27001 Annex A 5.28)
We retain data only for:

- Contract fulfillment
« Legal compliance

- Financial reporting
« Fraud prevention

- Dispute resolution

Data Sharing
We may share data with:

« Suppliers fulfilling bookings

- Distribution Channels

= Payment processors

« Fraud prevention and ID verification partners
« Legal authorities when required



« Cloud hosting and infrastructure partners
All third parties undergo security and privacy due diligence, including:

» Vendor risk assessments
- SOC2 /IS0 reports
- GDPR DPAs

« Transfer mechanism compliance checks
After retention periods expire, data is securely deleted or anonymized.

Cross-Border Transfers (GDPR Chapter V)
Data may be transferred internationally.

Where required, Simplenight uses:
- EU Standard Contractual Clauses (SCCs)
» Adequacy decisions

- ISO 27001-aligned controls
» Supplementary technical and organizational measures

SIMPLENIGHT MAY DISCLOSE YOUR INFORMATION

We may share your information:
» with our third-party service providers;
* to comply with legal obligations;
* to protect and defend our rights and property; and
* with your permission.
We do not rent, sell, or share Personal Information about you with other people or

nonaffiliated companies for their direct marketing purposes, unless we have your
permission.




We Use Vendors and Service Providers. We may share any information we receive with
vendors and service providers retained in connection with the provision of the Service.

Transactions. We share information with Suppliers and Channels as necessary to facilitate the
purchase and sale of Inventory through the Service.

Marketing. We do not rent, sell, or share Personal Information about you with other people or
nonaffiliated companies for their direct marketing purposes, unless we have your permission.
We also do not run advertisements through the Service.

As Required By Law and Similar Disclosures. We may access, preserve, and disclose your
Personal Information or other account information if we believe doing so is required or
appropriate to (i) comply with law enforcement requests and legal process, such as a court order
or subpoena; (ii) respond to your requests; or (iii) protect your, our or others’ rights, property, or
safety.

Merger, Sale, or Other Asset Transfers. If we are involved in a merger, acquisition, financing
due diligence, reorganization, bankruptcy or liquidation where the business will not continue as a
going concern, receivership, sale of Simplenight assets, or transition of the Service to another
provider, then your information may be sold or transferred as part of such a transaction as
permitted by law and/or contract. The use of your Personal Information following any of these
events should be governed by the provisions of this Privacy Policy in effect at the time the
applicable Personal Information was collected.

Consent. We may also disclose your Personal Information with your permission.
SECURITY OF YOUR INFORMATION

We take steps to ensure that your information is treated securely and in accordance with this
Privacy Policy. Unfortunately, the Internet cannot be guaranteed to be 100% secure, and we



cannot ensure or warrant the security of any information you provide to us. We do not accept
liability for unintentional access, use or disclosure.

THIRD PARTY PRIVACY PRACTICES

This Privacy Policy does not address, and we are not responsible for, the privacy practices of any
third party, including Suppliers and Channels, in connection with your use of the Service.
Suppliers and Channels may have privacy practices that differ from ours, so you should carefully
review their privacy policies in connection with your use of the Service.

CHILDREN’S PRIVACY

We do not knowingly collect information from children under 13 and we do not want
it. We will take steps to delete it if we learn we have collected it.

We do not knowingly collect, maintain, or use Personal Information from children under 13
years of age, and no part of the Service is directed to children under the age of 13. If you learn
that your child has provided us with Personal Information without your consent, then you may
alert us at legal@simplenight.com. If we learn that we have collected any Personal Information
from children under 13, then we will promptly take steps to delete such information and
terminate the child’s account.

INTERNATIONAL USERS

By using the Service, you will transfer data to the United States.

By choosing to visit the Service or otherwise provide information to us, you agree that any
dispute over privacy or the terms contained in this Privacy Policy will be governed by the laws
of the State of New York and the adjudication of any disputes arising in connection with
Simplenight or the Service will be in accordance with the TOS located here
http://www.simplenight.com/terms-of-service.

If you are visiting the Service from the European Union or other regions with laws
governing data collection and use, then please note that you are agreeing to the transfer of
your information to the United States and processing globally. By providing your
information to the Service, you consent to any transfer and processing in accordance with
this Policy.

DATA SUBJECT RIGHTS (GDPR ARTICLES 12-23)
You have the right to:
- Access your data

- Rectify inaccurate information
« Delete data (“Right to be Forgotten™)


mailto:legal@simplenight.com
http://www.simplenight.com/terms-of-service

- Restrict processing

- Object to processing

- Request data portability

- Withdraw consent

- File complaints with EU Supervisory Authorities

Requests may be submitted to:
legal@simplenight.com

UPDATE YOUR INFORMATION OR POSE A QUESTION OR SUGGESTION

If you would like to update or correct any information that you have provided to us through your
use of the Service or otherwise, or if you have suggestions for improving this Privacy Policy,
then please send an e-mail to legal@simplenight.com.

CHANGES TO OUR PRIVACY POLICY AND PRACTICES

We may revise this Privacy Policy, so please review it periodically.

Posting of Revised Privacy Policy. We will post any adjustments to the Privacy Policy on this
web page, and the revised version will be effective when it is posted. If you are concerned about
how your information is used, then bookmark this page and read this Privacy Policy periodically.

New Uses of Personal Information. From time to time, we may desire to use Personal
Information for uses not previously disclosed in our Privacy Policy. If our practices change
regarding previously collected Personal Information in a way that would be materially less
restrictive than stated in the version of this Privacy Policy in effect at the time we collected the
information, then we will make reasonable efforts to provide notice and obtain consent to any
such uses as may be required by law.

Contact Information

Simplenight Inc.
20105 NE 215 CT

Miami, FL 33179

legal@simplenight.com
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